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LOSSES IN PHARMACEUTICAL SUPPLY CHAINS: CHALLENGES IN
EFFICIENT VACCINE DISTRIBUTION AND UTILIZATION

Oksana Pozniak, Valentina Khmylievska, Ishimwe Marie Jeanne. “Losses in Pharmaceutical
Supply Chains: challenges in efficient vaccine distribution and utilization”. The article is devoted to the
research the problems that arise in pharmaceutical vaccine supply chains. Slow vaccination leads to global
economic losses, and the lack of free access to vaccines in many developing countries is a problem not so much
in the economic category as in the cost of human life category, which is confirmed by the research of the
International Monetary Fund (IMF) and the United Nations (UN). Pharmaceutical vaccine supply chains are
subject to special organization and flow management requirements to avoid waste. In the context of the Covid-
19 pandemic, bottlenecks inevitably arise that lead to economic, social, human losses, potential and real losses
of vaccines and an increasing pressure on reverse logistics. The main bottlenecks at each stage of the supply
chain have been identified, which indicate a shift in the main problems in the pharmaceutical supply chain to
the distribution and last mile logistics. A detailed analysis of the vaccine distribution system in the city of Kiev
was carried out with the help of sites that cover information on used vaccines and losses based on the types of
vaccination points of different forms of ownership. Vaccination sites were ranked according to the degree of
effective use of vaccines. As a result, the problems of insufficient information support of the vaccination
campaign by government agencies were identified, which leads to the loss of vaccines. The role of the state in
solving these problems was assumed by public organizations. To accomplish these tasks, an interactive
vaccination map was launched, which makes it possible to find the nearest vaccination point, see how many
vaccinations were given in a particular medical institution and how many vaccine doses were potentially lost.
For the study, empirical research, data analysis and synthesis, expert assessments and generalization methods
were used. Calculated the amount of real and potential monetary losses from vaccines that have been disposed
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of. Recommendations on the use of innovative tools such as Blockchain to prevent potential and manage
existing problems in pharmaceutical vaccine supply chains were provided.
Keywords: pharmaceutical supply chain, vaccine, COVID-19, losses, distribution and last mile

logistics, Blockchain.

OkcaHa lNo3HAkK, Banenmuna Xmineecoka, lwumbe Mapi Xanna. «<Bmpamu y papmayeemuyrux
JIGHYl02aX NoCMa4yaHHA: npobiemu epekmueHo20 po3nodisy ma UKOpUCMAHHA 8aKyuH». Cmamms
npucgaveHa 00CiOXeHHI0 npobriem, WO BUHUKAIOMb y (hapmMayesmuyHUX JaHYto2ax NOCMAaYaHHA 8aGKYUH.
O6rpyHmMo8aHo, Wo noeisibHa 8akyuHayia npu3godumse 00 2/10646HUX 8MPam eKOHOMIKU, d 8 yMOB8ax
8i0cymHocmi 8inibHO20 0cmyny 00 8aKYUH y 6a2ame0x KpaiHax, uo po38usarmscs, npobaemu smpam - ye
He CMmiflbKu eKOHOMIYHA Kame20pis, CKilbKU Kamez2opis UiHU J1100cbko2o xumms. Omxe, 00
hapmauesmuyHUX JIGHUI02I8 NOCMABOK B8AKYUH nped'ssnsiombCa cneuyiasbHi 8umMoau opedHizauii ma
ynpaeniHHe nomokamu, wob yHukHymu empam. OOHak, 8 ymosax naHOemii COVID-19, HemuHy4e
8UHUKaAtomMb "8y3bKi Micua", ujo npu3eo0ame 00 BUHUKHEHHA eKOHOMIYHUX, COUianbHUX, JII0OCbKUX empam,
nomeHyitiHUX i peasabHUX empam 8aKUUH | 3poCcmaryo20 HABAHMAXEHHA HA 380POMHY JI02iCMUKY.
BusHaueHo 0CcHO8HI "8y3bKi MicUa" HAG KOXHOMY emani JIGHY02a NOCMABOK, AKi 8KA3YIOMb HA hepeMilljeHHsA
akyeHmis OCHOBHUX npobsem y GhapmayesmuyHUX JaHyo2ax nocmasok 00 cgepu oucmpubyuii ma
J102icmuku “ocmarHeoi Mmuni”, [lposedeHo OemasnvHUl aHanisz cucmemu oucmpubyyii eakyuH y micmi Kuegi 3a
donomozoro calimis, Aki oxonsolome iHhopMauyiro Woo0o BUKOPUCMAHUX 8AKUUH MA 8mpam 3a KOXHUM
mMunom nyHKmig eakyuHauii. [lposedeHO paHXy8aHHA NYHKMI8 8AKUUHAUii 30 cmyneHeMm egeKmueHoz0
BUKOPUCMAHHAM 8AKUUH. []715 nposedeHHs 00csioxeHHsA 6y/1u 8UKOPUCMAHI eMNipuYHi 00C/iOXeHHs, aHAI3
ma cuHmes O0dHUX, eKcnepmHi OUiHKU ma memoou y3dzasibHeHHsA. [1lidpaxosaHo cymy pednbHUX ma
nomeHyitiHUX 2powosux empam 8i0 8akyuH, wo 6ynu ymunizosari. HagedeHo pekomeHdayii wodo
BUKOPUCMAHHA iHHOBAYilIHUX iIHCMpyMeHmis, makux Ak Blockchain, ons 3anobizaHHa nomeHyitiHux ma
yNnpasniHHA icHylo4uMu npobiemMamu y hapmayesmuyHUX JIGHY2ax NOCMAaYaHHA 8aKYUH.

Kniouoei cnoea: bapmaLeBTUUHNIA NaHLOr NOCTaBOK, BakumHa, COVID-19, BTpaTn, po3nogin Ta
NoricTnKa octaHHboi muni, Blockchain.

Okcana [lo3Hak, BaneHmuHa Xmuneeckas, Wwumbe Mapu MXaHHa. «[lomepu @
thapmayeemuyeckux yensix nocmasok: npo6semol 3¢p¢hekmusHo20 pacnpeoenieHUs U UCNOJ/Ib308AHUSA
8akyuH». Cmames NOCBAWEHA UCCed08aHUI0 npobiem, Komopble 803HUKAIOM 8 (hapmayesmuyeckux
yensax nocmasok 8akyuH. O60CHOBAHO, YMO MeOdsIeHHAa 8aKYUHAYUA npugooum 8 2/106a1bHbIM NOMepAam
3KOHOMUKU, a 8 yC/108UAX omcymcmausa c80600H020 00cmynd K 8aKUUHAM 80 MHO2UX pA38UBAaroUWUXCA
cmpaHax, npobsiemMbl NOMepPeb - 3MO He CMOJIbKO SKOHOMUYECKAA Kamez20pus, CKO/IbKO Kame20pus UeHbl
yesnoseqeckol XusHuU. Cyie0o8amesibHO, K hapmayesmuyeckum Yensam NoCmasok 8aKUUH npedvAsiaomca
0cobble mpeb08aHUA OP2aHU3AYUU U ynpassieHUs NomokKamu, Ymob uzbexams nomepb. OOHAKO, 8 yC/108UAX
navoemuu COVID-19, Heu3bexHo 803HUKarom "y3kue mecma" Komopsie npusoosm K B03HUKHOBEHUIO
SKOHOMUYeCKUX, COUUA/IbHBbIX, Yesi08e4ecKUM Nomepsam, NOMeHYUAIbHbIM U pedsibHbIM NOmMepam 8aKYUH U
go3pacmatoujeli Hazpyske Ha obpamHyto noaucmuky. OnpedesieHol OCHOBHble "y3kue mecma" Ha Kaxoom
amane yenu noCmMasok, KOMopeble yKasbl8arom Ha cMewjeHue OCHOBHbIX npobrem 8 hapmayesmudecKux
yensax nocmasok 8 cgepy oucmpubyyuu u 102ucmuku nocsiedHel musnu. [IposedeH demaneHbIU AHAU3
cucmemsl  ducmpubyyuu 8akyuH 8 2opode Kuege ¢ nomowpio calimos, Komopble 0X8amvl8arom
UHGOPMAYUI0 NO UCNO/b30BAHHBIM 8AKYUHAM U NOMepAM UCX00A U3 MUNO8 NYHKMO8 8aKUUHAYUU PA3HbIX
¢opm cobcmseHHocmu. [IpogedeHO paHXUpos8aHue NYHKMO8 8AKUUHAUUU NO cmeneHu 3¢hpekmusHozo
UCnosib308AHUSA 8AKUUH. [/19 nposedeHUs Uccie008aHUA 6bliu UCNO/Ib308aHbI SMNUpUYecKUe UcC/1e008aHUS,
aHanu3 u cuHme3 OdHHbIX, 3KCNepMHble OUEHKU U Memodsbl 0606uweHusA. [100cHUMAaHo CyMmy peasnbHeiX u
NOMeHYUabHbIX OeHEeXHbIX NOMepb 0M 8AKYUH, KOmopsle 6bl1u ymusu3uposdHsl. [JaHsl pekomeHOayuu no
UCNOJ/Ib308AHUI0 UHHOBAUUOHHBIX UHCMpPyMeHmMos, makux Kak Blockchain, ona npedomepaweHus
NomMeHYuasbHeIX U ynpassieHusa cywecmsyrowumu npobiemamu 8 ¢papmayesmuyeckux yenax nocmasok
BAKYUH.

Knioyesble cnoesa: dapmaueBTuyeckasa LUenb MNOCTaBOK, BakuuHa, COVID-19, notepw,
pacnpepeneHvie U NormcTuKka nocnegHen mmunu, Blockchain.
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Introduction. The losses caused by the
coronavirus are difficult to fully assess since
they caused a complete restructuring of the
entire global ecosystem of humanity.
According to IMF forecasts, the losses of the
world economy have amounted to $ 3.5
trillion and in the next 5 years will increase by
another $ 5 trillion. [12]. According to the
World Bank, at least 88 million people will
cross the poverty line in the wake of the
pandemic crisis, and income losses due to
education problems will reach $ 10 trillion.
[16]. Inflation and higher commodity prices
and global transportation costs now add
another 15% to annual inflation.
Unemployment, which led to a decrease in
the income of the population, had a negative
impact on retail trade, aviation, the restaurant
business, and tourism. Entire spheres of small
business were closed forever, which further
increased unemployment and the need for
financial support from the population, as a
result of an increase in state budget spending.
In addition, the costs for the formation and
management of pharmaceutical supply
chains, medical support for patient care, re-
equipment of medical institutions, financial
support for staff work, and vaccination are
constantly increasing.

Events have made it clear that it is a
common problem and that the pandemic will
not end anywhere until it ends everywhere.
The only way out, according to the IMF chief
specialist Gita Gopinat, is to actively vaccinate
the world's population.  Accelerating
vaccination of the world's population remains
a top political priority, after which large-scale
testing and investment in disease treatment
should be pushed. Fewer than 5% of
developing countries are now fully
vaccinated, compared with about 58% of
those in the richest countries. According to
the forecast of the Organization for Economic
Cooperation and Development, slow
vaccination slows down the country's
economy and the development of all
industries [15].

So, in countries whereby the middle of
2022 the vaccination level of the population

20-30
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will not reach 60%, the cumulative decrease in
GDP will be $ 2.3 trillion in the period from
2022 to 2025. Asia will suffer the largest
cumulative losses among regions due to slow
vaccination - by $ 1.7 trillion. But in terms of
the size of the economy, sub-Saharan Africa
will suffer the most significant losses - 3% of
the projected GDP for 2022-2025 [11].

Slow progress in global vaccination and
the spread of new viral mutations will result in
weaker recovery and greater job losses.
Governments need to ensure that all
necessary resources are used to roll out
vaccinations as quickly as possible around the
world to save lives, preserve income and
control the virus. A more determined
international effort is needed to provide low-
income countries with the resources they
need to vaccinate their populations - both for
their own benefit and to accelerate global
recovery from the crisis, economists
emphasize [15].

Since the world is now divided into those
who have free access to vaccines and those
who do not, the problem of reducing losses in
pharmaceutical supply chains in the
distribution system and efficient use of
vaccines is not only an economic problem but
also a problem of human survival.

Analysis of recent research and
publications. The impact of the covid-19
issues on the pharmaceutical industry and
pharmaceutical supply chains has led to the
emergence of many kinds of research, provide
by individual scientists and groups of
researchers, companies, and international
organizations such as WHO and the EU.

WHO  developed  “Guidance  on
developing a national deployment and
vaccination plan for COVID-19 vaccines”
(2020) [8]. This document is intended to guide
national governments in developing and
updating their national deployment and
vaccination plan (NDVP) for COVID-19
vaccines. The guidance is built upon existing
documents and the core principles of the
WHO Strategic Advisory Group of Experts
(SAGE) values framework for the allocation
and prioritization of COVID-19 vaccination,
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the prioritization roadmap, and the Fair
allocation mechanism for COVID-19 vaccines
through the COVAX Facility and will be
continually shaped by the vaccine-specific
recommendations.

The Organization for Economic Co-
operation and Development (OECD) provide
research “OECD Policy Responses to
Coronavirus (COVID-19) Using trade to fight
COVID-19: Manufacturing and distributing
vaccines” (2021) [14] that discusses trade and
trade policy considerations underpinning
access to the final and intermediate goods
needed to effectively produce, deliver and
administer COVID-19 vaccines. It focuses on
the international aspects of the vaccine
supply chain, discussing the sourcing,
production, distribution and need to expedite
international border crossing and
transportation (including in the context of the
cold supply chain).

The group of researchers in collaboration
with the Center for Global Development
provided the survey “A Path to Resiliency:
Mitigating the Impacts of COVID-19 on
Essential Medicines Supply Chains” (2021) [2].
The paper highlights that data-driven
approaches should be considered to make
supply chains more robust, solutions must
account for the political and institutional
landscape, price surges benefit the
wealthiest, and local solutions are often
needed to manage global shocks.

Another group of researchers analyzed
short and long term impacts of COVID-19 on
the pharmaceutical sector (2020) [4].
According to their survey, short-term impacts
of COVID-19 pandemic includes demand
changes, regulation revisions, research and
development process changes and the shift
towards tele-communication and tele-
medicine. In addition, industry growth slow-
down, approval delays, moving towards self-
sufficiency in pharm-production supply chain
and trend changes in consumption of health-
market products along with ethical dilemma
could be anticipated as long-term impacts of
COVID-19 pandemic on pharmaceutical
sector in both global and local levels.

20-30
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Pharmaceutical Industry Consultant Keith
Coleman and Anne Marie Gaffney (2021)
identified factors affecting the resilience of
pharmaceutical supply chains and provided
guidance on how to overcome challenges
and manage risks in the COVID-19
environment [17].

DHL, as a leading logistics provider, has
teamed up with McKinsey & Company as an
analytics partner to publish a white paper on
building a resilient supply chain for vaccines
and health products during Covid-19,
aligning the interests of all market players and
defining future crises in the field. health care.
The importance of this study is that it
identifies pain points that lead to losses in
pharmaceutical supply chains [6].

According to the International Air
Transport Association (IATA), currently, about
a quarter of the vaccine cargo gets degraded
due to shipping-related oversights, such as
pallets being left out of cold storage for too
long. Additionally, about 20% of the
temperature-sensitive vaccine shipments also
deteriorate during transportation. A COVID-
19 vaccine comes with certain prerequisites in
terms of temperature and shelf life. Hence, it
is crucial to have a robust supply chain
management with real-time logistics [3].

The range of publications that identify
the problems of the impact of coronavirus on
all spheres of human life, and the
pharmaceutical industry, in particular, are not
limited to the publications reviewed. New
ones are added to the existing problems, with
which methods of struggle and prevention
have not been developed yet. Therefore, the
authors draw attention to the insufficient
number of researches in the field of
ineffective organization of the vaccine
distribution system, which leads to vaccine
losses, economic losses, potential human
losses, and an increasing burden on reverse
logistics.

Objectives statement. The purpose of
this article is to identify the root causes of
problems in Pharmaceutical Supply Chain and
specific problems in the vaccine distribution
chain that lead to inefficient use of existing



The electronic scientifically and practical journal

“INTELLECTUALIZATION OF LOGISTICS AND SUPPLY CHAIN MANAGEMENT”,

ISSN 2708-3195

stocks and an increased burden on reverse
logistics.

Basic material and results. Producing a
medicine is only the first step towards getting
it to the patient who needs it. The pharma
industry, with its stringent requirements for
product security and stability, has one of the
most complex logistical chains in the world
today. High-tech logistics are not just an
expense, they are an investment in better
access to medicines, and - used efficiently -
they can bring down overall healthcare costs
and improve patient care [7]. This becomes
especially relevant in the context of the global
covid-19 pandemic.

Getting vaccines to where they are
needed requires a debugged subjective-
streaming interaction in Pharmaceutical
Supply Chain because lives can be at stake if
anything works less than perfectly. WHO says
it is critical that “no weak link exists in the
supply chain” [5] and all processes in PSC
must be organized without gaps, lack of
transparency, and traceability. Although
logistics is only one step in the pharma supply
chain, these shipping processes can represent
nearly 40 percent of total operating expenses
[9].

Therefore, it is very important for each
country, when shaping the vaccine delivery
chain, to prioritize the most important areas
that need to be addressed (by industry,
regulators, and other key stakeholders) to
create a sustainable and reliable drug value
chain that faces unprecedented pressures.
and crashes. It is also critically important to
review the structure of the value chain,
evaluating each step to see where there is a
chance of failure and to determine where
more flexibility is needed. This approach
makes it possible to identify bottlenecks at
each stage of the pharmaceutical supply
chain based on [1,6], which are shown in
Figure 1.

At the beginning of the covid-19
pandemic, the main problems were
concentrated in the production sphere, since
there were not enough components for the

20-30
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production of vaccines, demand exceeded
supply, etc., then as the market was saturated
with vaccines from different manufacturers,
problems in pharmaceutical supply chains
shifted to the sphere of transport and logistics
services, among which the main ones were
highlighted and reflected in fig.1:

1. Transportation and consolidation in
sourcing country:

— Local quality checks and non-steady
supply;

— Transportation capacity bottleneck;

— Limited transparency with high
variance in quality.

2. Inbound transport:

— Limited and volatile freight capacity;

— Extraordinary time pressure.

3. Inbound transport:

— Limited and volatile freight capacity;

— Extraordinary time pressure.

4. Custom and regulation:

— Lack of coordination fast track;

— Supplier certification and qualification;

— Frequent import regulation changes
and country variations.

5. Quality check:

— Substantial amount of disqualified
products due to arrival-only quality check.

6. Warehousing:

— Limited storage capacity and lack of
routine;

— Suboptimal SKU  formats and
imprecise product information;

— Lack of expertise and sophistication in
storage of different types of vaccine.

7. Distribution and Last Mile:

— Limited transparency on stock levels
and demand;

— Challenging transportation planning
and carrier management;

— Disruption of any of the connected
components can lead to potential drug
delays;

— High demand and delay in
procurement can result in shortage of stock
and lead to potential increase the number of
cases;
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— Increase in number of patient and high
demand for vaccine are contributing to short-
term supply shortages;

— Violation of storage conditions for
vaccines;

— Lack of Cold Chain equipment for
vaccine's storage;

— Lack of traceability of vaccine storage
conditions at all stages of the supply chain;

— Ineffective information campaign that
has led to an increase in the number of
unused vaccines with shelf life;

— Information  flow  management
problems in the field of vaccine availability
and vaccine residues at each vaccination site.

8. Reverse Logistics:

— Problems in returning Cold Chain
equipment;

— Disposal of expired vaccines;

— Disposal of unused vaccines.

It should be noted that the main
problems in pharmaceutical supply chains
have moved to the last part of the chain -
distribution and logistics of the last mile. This
is due to the fact that manufacturers and
operators of the logistics services have
balanced and agreed upon the main
problems and conflicts in export-import
activities. The involvement of state
institutions in Ukraine in the regulation of the
distribution of vaccines among vaccination
points, which at the moment cannot be
considered effective, leads to large losses of
vaccines.

According to the official data of the
Ministry of Health of Ukraine, there is the
following data on the number of disposed of
vaccines [13]:

— 500 thousand doses of AstraZeneca
coronavirus vaccine due to expiration date;

— 34,036 doses of Pfizer vaccines due to
thermal disturbance when shipped in early
summer;

— potentially 800 thousand doses of
AstraZeneca (both the first and second doses)
are disposed of due to the expiration date in
November.
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At the moment, the Ministry of Health
cannot name the exact number of disposed of
vaccines. But even based on these data, it is
possible to calculate the losses of the state
from the disposal of a given volume of
vaccines. If we take the cost of the Pfizer
vaccine, which ranges from $ 15.5 to $ 19.5,
then the sum of losses will be from $ 527 558
to $ 663 702. The losses from 500 thousand
doses of AstraZeneca coronavirus vaccine
amounted to $ 2.4 million if we take the cost
of $ 4.8, potential losses from 800 thousand
doses of AstraZeneca will amount to $
3,840,000. That is, the real losses of the state
of Ukraine ranged from $ 2,927,558 to $
3,063,702. If we add potential losses, the
amount will double.

There are many subjective and objective
reasons, but the failure of the informational
vaccination company, the lack of an
information base for informing the
population about the existing vaccination
sites, the availability of vaccines in them in a
real-time system, informing the population
registered in “Diya” in real-time about the
possibility of making a vaccine (especially this
relevant for the AstraZeneca vaccine). The
role of the state in solving these problems was
assumed by public organizations.

To fulfil these issues, the public
organization "Anti-Corruption Headquarters",
with the support of the French Embassy in
Ukraine, has launched an interactive
vaccination map. Everyone can find in this
map the nearest vaccination point, see how
many vaccinations a particular medical facility
has received and how many doses of vaccine
are potentially lost.

Moreover, this information was used for
analyzing the effectiveness of certain
channels - vaccination points. Based on this
data [10], information about vaccination
points of all forms of ownership in the city of
Kyiv, that displays the effectiveness of each
vaccine distribution channel within the
logistics of the last mile was summarized in
table 1.

This information characterizes the
activities of each vaccination point for
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October 2021, before mandatory vaccination
for certain groups of the population of
Ukraine was introduced. The proportion of
unused (lost) vaccines for each vaccination
point was calculated using the following
formula: the number of unused (lost) vaccines
for each vaccination point is divided by the
total number of unused (lost) vaccines and
multiplied by 100%. The largest share of this
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indicator is among individual entrepreneurs,
who have 6 times more vaccines disposed of
than used ones. The second place in the
ranking of ineffective vaccination points is
taken by private enterprises providing
medical services in Kiev, where the number of
disposed vaccines is 2.5 times more than
those used.

Table 1 - Analysis of vaccine losses, depending on the type of vaccination point in Kyiv

No Type of an enterprise Number of | Number of unused (lost) | Share of unused
) vaccinated dosses of vaccines (lost) vaccines, %
1 | Municipal non-profit district
enterprises,  providing  medical 96 481 10 449 10,83
services in Kyiv
2 | Municipal non-profit enterprises of
the executive committee of the Kyiv
city Council (Kyiv city State 5505 665 12,08
Administration)
3 | State institution "TERRITORIAL
MEDICAL ASSOCIATION” of the
Ministry of Internal Affairs of Ukraine 4178 182 436
in Kyiv region
4 | Individual entrepreneurs providing
medical services in Kyiv 104 656 630,77
5 | Limited liability companies providing
medical services in Kyiv 2118 2512 118,60
6 | Private enterprises providing medical
services in Kyiv 82 208 253,65
Total 108 468 14 672

Source: compiled by the authors

The performed calculations show the
inefficiency of non-governmental vaccination
point, information on the location of which
was not communicated to potential
consumers of their services. This applies not
only to non-state vaccination points. The
problem of wide information coverage of the
vaccination company has not yet been
resolved, and when opening vaccination
centers, the logistic principles of flow
management are not taken into account,
which leads to losses.

The ranking of the vaccination points of
the population, according to the degree of
vaccine loss is shown on the following chart
(Fig. 2).

The solution of the problems that were
mentioned above cannot be postponed,
since itis too early to talk about the end of the
pandemic. Therefore, it is necessary to think
about using innovative tools for managing
flows, primarily informational ones. It is
proposed to use Bockchain-based solutions
for managing secure databases to manage
the COVID-19 vaccine supply chain.
Implementing this technology, along with
Internet of Things (IoT) solutions such as real-
time monitoring and asset tracking, can
ensure a successful vaccine deployment.
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Figure 2 — Vaccination points ranking by ineffective vaccine use
Source: compiled by the authors

As shown in Figure 3, combining the two
technologies has a synergistic effect, that is,
one technology enhances the impact of the
other on the efficiency of the pharmaceutical
supply chain. Moreover, their use in such
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large-scale events can ensure the optimal use
of resources to save precious lives without
compromising quality and safety standards,
which are fundamental principles of the
state's humanitarian policy.
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Figure 3 — COVID 19 Vaccine Supply Chain based on Blockchain and Internet of Things [3]

Since some companies, and even
countries, have already begun
implementation Blockchain technology to
optimize supply chain processes, it can be
assumed that the introduction of this
technology to manage processes in vaccine
supply chains could lead to the same results.
Among the main potential positive results,

especially in distribution and last mile
logistics, are the following:
1.  Support direct or indirect

communication protocol for secure real-time

monitoring of the vaccine in transit as well as
at the source and destination.

2. Transparency of the standards that are
followed at every stage, by creating an exact
copy of the registry at every node of the
network.

3. Transparency of processes in the
vaccine supply chain.

4. Ensuring the identity of health care
workers, maintaining medical records and
tracking the effects of treatment.
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5. Monitoring health centers to check for
cases when employees use their authority or
compromise their responsibility.

6. Using loT sensors embedded in trays or
boxes for cooling vaccines together with a
communication module to collect and
analyze data on lighting, humidity and
temperature and transmit them to the
vaccine distribution authority.

7. Protect data that is sent to a Blockchain
system in the cloud, or cryptographic printing
that combines NFC chips with a Blockchain to
track and protect distribution.

8. Monitoring information about urgent
requirement for pallet-sized cooling boxes
embedded with temperature sensors in
distribution and last mile logistics and
information about movements of these
instruments via reverse logistics.

Conclusions.  Challenges in  the
pharmaceutical vaccine supply chain are
linked to the course of the Covid-19
pandemic. In the early stages, when the
vaccine was just being developed, the main
problems in the supply chain were in ensuring
the production of necessary components,
which were mainly shipped from Asian
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countries. With the advent of vaccines on the
market, there was a problem with the
formation of the necessary infrastructure to
ensure the delivery of vaccines, since there is
a certain temperature regime for each
vaccine. After saturation of the market with
vaccines, the problem of efficient regional
distribution of vaccines turned into a solution
to the problems with the distribution of
vaccination in each settlement and the last
mile logistics of, reverse logistics. In research
has been found that problems exist at every
stage of the pharmaceutical vaccine supply
chain and affect not only the efficiency of the
entire supply chain, but also the economy,
humanitarian policy, and most importantly,
the lives of people. Identifying problems
allows to develop certain standards for their
solution, and the use of new technologies,
such as Blockchain and the Internet of Things,
give an opportunity to bring flow
management in pharmaceutical supply
chains to a completely new level, which
makes it possible to avoids unnecessary
losses, such as vaccine losses, economic
losses, potential human losses, and an
increasing burden on reverse logistics
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