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AnvoHa 3azopoodHsa, TemaHa QedopeHko. «EkoHomiyHa 6e3nexka nidnpuemcmea: cyqdcHi
B8UK/IUKU ma 3a2po3u». Y cmammi 8u3Ha4eHoO ma npoaHani3o8aHo NOHAMMSA eKOHOMIYHOI 6e3neku
nionpuemcme. [locnioxeHo pi3Hi acnekmu eKOHOMIYHOT 6e3neku nionpuemMcmaad, 30Kpemd, Knacugikauis
302p03, WO MOXe He2amueHo 8niusamu Ha (io2o OissibHicmo. Oxapakmepu3o8aHo 8HyMPpIWHi Ma 308HiWHI
3a2pos3u, ixHi Oxepena, xapakmep, UMO8IpHICMb peanizauii ma Moxusi HaclioKu.

Po3znaHymo memoodu Helimpanizayii yux 3a2po3, 30KpemMa po32/190aEMbCA MOX/IUBICMb CMBOPEHHsA
cmilikoi cucmemu eKOHOMIYHOI 6e3neku Ha nionpuemcmesi ma 3axodu 3 MiHIMI3auii pu3ukie ma 3azpos.
lpedcmaeneHo npuHyunu ma emanu peanizayii 3axoo0ie 6e3neku, wWo 00380/8I0Mb NIONPUEMCMBY
ehekmusHiuie NpoMUCMoAMU NOMeHUilIHUM BUK/TUKAM.
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Introduction. The relevance of this study
is due to the growing threats to the economic
security of enterprises in the modern world,
where the development of technologies,
increased competition and economic
instability create new challenges for business.
Businesses are forced to adapt to changing
conditions, provide protection against
various types of threats, including internal
and external, as well as respond to possible
risks in a timely manner. The study and
analysis of these threats, as well as the
development of strategies to neutralize them,
are important for maintaining the stability
and competitiveness of the enterprise, which
makes research in this area extremely
relevant.

Analysis of recent research and
publications. The theoretical foundations of
the concept of economic security of an
enterprise were studied by the following
scientists: S. Dolynskiy, T. Kuzenko, N. Reznik,
L. Shvab, O. Zakharov, as for the issues of
threats and risks to the economic security of
the enterprise, we can include the following
scientists: V. Baidala, V. Loiko, I. Mihus, and
others. However, the issues of of economic
security of an enterprise are not sufficiently
considered and require further research.

The formulation of the goals of the
article is to analyze the threats to the
economic security of the enterprise and
future  considerations for developing
approaches to their effective neutralization.

Presentation of the main results. The
issue of “economic security” has always been
of interest to scholars, but they mostly
focused on general aspects of security, such
as national security, considering economic
security as one of the aspects of its formation.
It was only in the 1970’s that the concept of
“economic security” became a separate part
of national security. Since then, the term has
been actively used around the world,
especially in developed countries. The
countries of Western Europe, based on a

realistic assessment of the international
situation, sought to widely use economic
methods to ensure their national security [4].

According to T. Kuzenko, the economic
security of an enterprise means a state of
successful use of the company's resources
and capabilities, which makes it possible to
counteract external and internal risks, ensures
sustainable growth and long-term existence
[5].

L. Shvab considers economic security as a
state in which an enterprise is protected from
the negative impact of the external
environment, is able to effectively eliminate
emerging threats and adapt to existing
conditions that may adversely affect it [9].

Thus, in a broad sense, economic security
is a system that ensures the prevention and
neutralization of various threats, protects the
economic interests of an enterprise and
prevents losses exceeding the critical limit.

In his works, researcher O. Zakharov
describes a unique approach to the economic
security of an enterprise, emphasizing that
these are not just individual steps, but a set of
interrelated  organizational, legal and
technical measures aimed at reducing and
counteracting real and potential, internal and
external risks and threats that can cause
significant economic losses, stop or slow
down the development of an enterprise [11].

The economic security of an enterprise is
influenced by various negative factors and
threats, which can be classified according to
various criteria. According to the views of
scientist I. Migus, a threat is an event that has
a negative impact on the efficiency of an
enterprise [7].

The threat to the economic security of the
enterprise should be considered as some
existing conditions, facts that can cause harm,
damage, have a negative impact on the
development of an economic entity [6].

There are various classifications of threats
to the economic security of the enterprise, the
most common of them is the division of
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threats by the source of occurrence, internal
and external.

External threats imply the actions of such
persons as:

— third-party firms
industrial espionage;

— organized crime;

— individuals who are hatching
fraudulent plans and encroaching on any
form of property.

— competing businesses, creditors
and investors, and product purchasers;

— former employees of the enterprise
who were fired and harbor resentment.

Internal threats to the economic
security of the enterprise:

— misconduct of the enterprise's
employees themselves, both intentional and
unintentional;

— violation of regulations on
commercial information and storage of
confidential information, violation of access
regime, physical protection of the enterprise;

— violation of the rules of using any
technical means [10].

Another classification on the types of
threats to the economic security of the
enterprise by the object of encroachment
subdivides into threats:

— personnel  (personnel); it s
necessary to focus on the implementation of
works that promote the efficiency of
employees, as well as the development of the
intellectual level of personnel.

— technical-technological; the main
emphasis should be placed on increasing the
level of technical-technological development,
focus on international standards, strive to
improve competitiveness.

— finance; the main task is to ensure
the highest possible level of solvency of the
enterprise, liquidity of current assets.

— information; it is necessary to
display the incoming information in a timely
manner and provide it to all departments of
the enterprise to prevent the emergence of
threats.
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The following classification of threats
provides for their division by type of origin
into:

1. Accidental (unintentional);  such
threats are not associated with deliberate
actions in relation to the enterprise, they are
realized at random moments of time. For
example, natural disasters, accidents,
breakdowns and failures of equipment,
accidental errors of the enterprise personnel.

2. Intentional (deliberate); threats
planned in advance, related to human
activity, for example, espionage,
eavesdropping, theft of confidential
information [8].

Threats by the probability of their
realization:

—  real;

— potential.

Threats by nature of occurrence:

— Political (political situation, change
of power, possible reforms in the activities of
the state, martial law, imposition of embargo).

— Socio-economic (increase in
unemployment, inflation rate, high level of
corruption in the country, growth of offenses
in the financial and intellectual sector,
unstable state of financial policy in the
country).

— Criminal (actions of criminal
structures towards the enterprise).

—  Competitive (behavior of
competing  enterprises, methods  of
competitive struggle, factors of

monopolization, unfair competition).

Threats by the amount of expected
damage:

— catastrophic - continuation of
economic activity is impossible, the
enterprise is forced to declare bankruptcy.

— significant - the probability of
bankruptcy occurs, loss of competitive
positions.

— causing difficulties — there is a loss
of material resources, the enterprise
experiences some difficulties. [3]

Threats by degree of probability:
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— improbable - extremely low
probability of falling out of the circumstances
of the threat to the enterprise;

— unlikely;

— probable - require planning, it is
necessary to calculate the significance of
damage;

— unavoidable - predictable, their
occurrence is obvious and inevitable, must be
planned and budgeted.

Threats by their occurrence in time:

— close - predicted and planned in
the time interval equal to the period of up to
1 year;

— distant — not planned in the near
term. Therefore, cannot be provided for by
the current budget, the time period is more
than 1 year.

Threats on the basis of their occurrencein
space:

— on the territory of the enterprise;

— onthe territory of the region;

— onthe territory of the state [1].

Neutralization of threats to the economic
security of the enterprise is a system of views
on the problem of economic security of the
enterprise at all stages of production activity,
as well as the main principles, directions,
stages of implementation of security
measures. The very neutralization of threats
will cost the enterprise much cheaper than
the resolution of the threat that has already
occurred. To combat the totality of perceived
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threats to the activities of the enterprise, it is
necessary to create a purposeful process of
counteraction, namely, the creation of
economic security service at the enterprise, or
the transfer of these powers to an external
company. It should be noted that it is
extremely difficult to protect the enterprise
from all types of threats and neutralize their
consequences is extremely difficult, because
the enterprise carries out its activities in this
environment and outside its activities are
impossible [2].

Conclusions. Thus, economic security of
an enterprise is exposed to numerous threats
that can be classified according to various
criteria, such as the source of occurrence
(internal and external), the object of the
attack, the probability of realization, the
nature of occurrence, the amount of expected
damage, and the time and place of
manifestation. Successful management of
economic  security  involves  careful
monitoring of these threats, planning
measures to neutralize them, and creating an
effective countermeasure system, such as an
enterprise's economic security service.
Preventive measures and timely detection of
threats are more efficient and cost-effective
than overcoming the consequences of
already realized threats. This emphasizes the
importance of continuously improving the
system of protecting the economic security of
the enterprise at all levels of its activities.
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